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DEFENSE

Cybersecurity skills don’t come from a manual,
but from practical hands-on training

Cybersecurity skills must evolve in near-real time as Zero Day threats continue and artificial intelligence provides

new challenges.

BY BREAKING DEFENSE

Cyber Shield participants compete in the annual “NetWars” games during
the Cyber Shield training event held at the Virginia National Guard State
Military Reservation in Virginia Beach on June 7th, 2024. SANS NetWars
focuses on the practical application and assessment of hands-on
cybersecurity training. The cyber range enables individuals to apply the
knowledge they gained during training week in an isolated environment that
prepares them for exercise week. (North Carolina National Guard photo by
Staff Sgt. Hannah Tarkelly).

As Defense Department priorities shift and some technical
disciplines lose traction like software coding, others are
seeing a surge in hiring — cybersecurity being at the top of
the list. In 2024, for example, the DoD added 14,000 civilians
to its approximately 75,000-person cyber workforce, for a net
yearly gain of 8,000 jobs as 6,000 left the department. That’s
according to the Defense Department’s year-end overview of
the DoD Cyber Workforce Strategy Implementation Plan.

For FY25, the plan is prioritizing four initiatives — identification,
recruitment, development, and retention — with these goals:

« Code and qualify the cyber workforce

« Mature cyber skills-based hiring

« Increase use of apprenticeship programs

« Enhance cyber workforce incentives and pay flexibilities
« Mature the Cyber Academic Engagement Office

“Cybersecurity is consistently changing; there are always new
exploits, tools, and technologies,” said Bri Frost, director of
curriculum for IT operations and security content for Pluralsight,
a provider of accredited cybersecurity training programs. “Just
think about how Al has disrupted the industry in the last couple
of years. As security practitioners, even if you have worked in

the same role for 10 years, you have to constantly keep your
skills up to date on the newest threats.

“Working for the DoD, it is instrumental that you stay current
on those threats. Keeping your training up to date is imperative
sitting in these roles.”

For its training programs, Pluralsight strictly follows the DoD
8140 directive that established the DoD Cyber Workforce
Framework (DCWF) framework. The framework identifies the
baseline knowledge, skills, tasks, and abilities for military
service members, DoD civilians, and contractor employees
working within four recognized cyber disciplines: information
technology management, computer science, computer
operations, and computer clerk and assistant, which include
70+ work roles such as cyber analyst, which is an entry level
role in cyber defense whose job it is to monitor network traffic,
address alerts, and search for anomalous behavior.

“DoD 8140 keeps training consistent,”
noted Frost. “Cybersecurity bleeds into all
technology and we strongly believe that
all technology sectors should work with
cybersecurity in mind. Whether you’re a
developer, working in Al, data, or cloud
engineering, cybersecurity is part of your
role and part of your responsibility.”

Bri Frost is director

of curriculum for IT
operations and security
content at Pluralsight.

Challenges and opportunities for the cyber workforce
Even though it's adding numbers to the cyber workforce,

the DoD does face challenges in building the offensive and
defensive cybersecurity skills it needs across the defense
industrial base to address adversarial threats. At the same
time, addressing those challenges can help it realize important
goals such as protection of vital data and intellectual property
that can only be accomplished when the workforce gains the
necessary skills.

Traditional cybersecurity training has focused on a knowledge-
based curriculum rather than practical application of skills. For
members of the cyber workforce, that typically means they’ve
earned a certification to add a four-letter credential to their
name. All that means, though, is that they’ve read a textbook,

ON THE COVER: Participants in the Netwars Cyber Shield games in 2024 focused on practical application and assessment of hands-on cybersecurity

training. (North Carolina National Guard photo by Staff Sgt. Hannah Tarkelly)
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sat in a classroom, watched a training video, and passed

a multiple choice question test. It doesn’t mean they have
practical hands-on experience to sit in a cyber analyst’s seat
and do that job.

“There’s a large cybersecurity skills knowledge gap, and

a talent pipeline problem in hiring, interviewing, training,”
said Frost. “Training historically has taught knowledge at
the baseline, not practical application of skills. For some of
us that have grown up in the IT industry, we've worked in
the past as CIS admin or Net admin where you start to learn
the foundation of applied knowledge of networking and
operating systems, protocols, and processes and how all of
that works together.

“We’re seeing a lot of people that want to jump into this field,
but they’re missing that critical step. So the new evolution

of cyber training and where we’re going to fulfill these
cybersecurity skills is building practical application training
that enforces more cyber operational readiness, not just
theoretical knowledge.”

The value of hands-on learning with labs and sandboxes
Pluralsight moves beyond theoretical training by augmenting
it with hands-on, scenario-based training with cyber ranges,
laboratories, and sandboxes.

“I strongly believe that to be able to teach cybersecurity, you
have to teach practical hands-on application because if you
haven’t put your hands on the keyboard and learned how
computers or networks or operating systems work, | think
you’re truly doing yourself a disservice working in the security
space,” said Frost. “From our fundamentals to our advanced
tasks, we embed hands-on lab experiences within each.”

For those new to the cybersecurity discipline, Pluralsight starts
its accredited training programs with a skills assessment — 20
to 25 questions to measure current knowledge base within a
particular work role, identifying strengths and gaps. Pluralsight
maps its content directly to the knowledge skills and abilities,
the KSAs, of every work role, which sets the student down a
training path of content that starts with the essentials, such as
the fundamentals necessary for a particular work role, as well
as day to day responsibilities.

For those already sitting in a certain role, they begin with more
advanced topics to build out their skillset. For others that want
to branch out into other topical areas, they can follow a path of
adjacent knowledge.

Sandboxes, secure environments where potentially malicious
code and potential exploits can be analyzed without risk of

Cyber Shield is the longest-running and largest Department of Defense
cyber exercise that is composed of approximately 900 N.G. and Army
Reserve Soldiers, Airmen, civilian cyber professionals, and international
partners from across the globe. (North Carolina National Guard photo by
Staff Sgt. Hannah Tarkelly)

harm to data or the network, are a vital tool in Pluralsight’s
training regimen.

“Our sandboxes specifically are some of my favorites that I've
designed,” said Frost. “We’ve built an attack simulation app
where you can pick a particular type of attack that simulates
the traffic, and then the learner can choose whatever
defense tool or program that they want to use, whether it’s
an intrusion detection system or a network sniffer. They can
go deep into the sandbox and find that anomalous behavior.
It's a safe environment to go test your own types of attacks
where you’re not putting it on a production environment on
your own endpoint.”

A focus on practical application

Cybersecurity skills must evolve in near-real time as Zero
Day threats continue and artificial intelligence provides new
challenges. The DoD faces cybersecurity skills challenges
across services and from its suppliers that need to be
addressed, especially in continued development of skillsets
necessary to meet current and future threats such as those
that could be introduced by Al. At the same time, the defense
industrial base has an opportunity to close the gaps that exist
in cybersecurity skills through a scalable training approach
with measurable results.

“Pluralsight’s focus is on practical application with more
effective and efficient learning, identifying your skill gaps, and
bringing efficiency to the time that you spend on the platform
learning,” said Frost. “Cybersecurity professionals don’t have
a lot of time in general; we’re generally very busy. There’s a
large need for cybersecurity professionals, so we’ve designed
the Pluralsight platform to make the most effective use of your
time to build skill sets as quickly as we can.”




